Yubico Security Key
Series

Nang cao tiéu chuan bao mat véi xac thuc
da I6p chong Itra dao FIDO

Yubico Security Key Series - Téng quan

Dong san pham Security Key clia Yubico két hgp xac thuc dua
trén phan cliring, mat ma khoa coéng khai va cac giao thirc
FIDO2/WebAuthn va FIDO U2F dé loai bo nguy co chiém doat
tai khodn. Dong san pham nay bao gébm bdn khda bao mét, dap
(ng nhu cdu clia ca ngudi tiéu dung ca nhan 1an doanh nghiép.

Dong Security Key sén sang hoat ddng vdi hang tram dich vu
da hé trg céc giao thirc xac thue FIDO2 va U2F, bao gom tai
khodn ca nhan Microsoft (d€ ding nhap khéng can mat khau),
Google, Facebook, Twitter, Dropbox, ngay cang nhiéu trinh
quan ly mat khau va nhiéu website tuong thich khac véi FIDO2
va U2F.

Khéng can phan mém b6 sung nao va qué trinh xac thuc rat dé
dang, nhanh chéng va dang tin cdy. Chi can cam khéa vao
cdng USB va xac thuc bang mot [an cham don gian, hodc
cham khéa vao thiét bi hé trg NFC dé xac thuc nhanh chéng,
dé dang va an toan. Dong Security Key rat bén, khéng can pin
va luén sdn sang sl dung.

Thiét b trong dnh: Yubico Security Key C NFC

Bao mat trén nhiéu thiét bi va nén tang
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Cho khach hang ca nhan

Cho khach hang doanh nghiép

Tuy chon x&c thue linh hoat - khdng méat khau, hai yéu to
(2FA) va da yéu t6 (MFA)

FIDO2 va U2F la céac giao thirc xac thuc hién dai, cung cap
mirc d6 bao mat cao bang cach s dung mat ma khéa cong
khai. FIDO2 la su nang cap clia U2F, cho phép nhiéu kich
badn s dung bao gom xac thuc yéu t6 dau tién manh mé
(khéng can mat khau), yéu té thir hai manh mé hodc xac thuc
da yéu t6 (khdng mat khau céng véi ma PIN).

Vi cac khad ndng nay, dong Security Key cé thé hoan toan
thay thé thong tin dang nhap kém bao mat nhu tén ngudai
dung/méat khdu bang bdo mat phan cling khéng mat khau
manh mé&, dam bdo rang théng tin dang nhap khong thé bi tai
str dung hodc chia sé gitra cac dich vu. Diéu nay gilp bao vé
khdi cac cudc tan cobng Ira ddo va tan coéng trung gian
(MiTM), ddng thai giam thi€u rui ro lién quan dén viéc bj xam
nhap may chu. Céac giao thirc nay cling bao vé quyén riéng tu
vi khong luu trlr bat ky théng tin ca nhan nao trén thiét bi, dam
bdo an toan ngay ca khi khoa bi that lac.
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CHONG NUGC MADE IN US & SWEDEN

CHONG VA DAP

Nh&n hodc cham dé xac thuc ngudi dung


https://digibit.vn/yubico-security-key-series/

Dong Security Key — Cho khach hang ca nhan

Ngudi dung trén toan thé gidi tin tudng dong Security Key
clia Yubico dé bao vé tai khoan Google, Dropbox va
Microsoft clia ho, bao gdm truy cap vao céac dich vu nhu
Outlook, Office, Skype, OneDrive, XBox Live va nhiéu dich vu
khac. Chi can mot khéa bdo mat duy nhat la c6 thé dang
nhap an toan vao gan nhu khong gidi han sé lugng dich vu
— gidi phap tiét kiém va dé st dung.

Cac khda bdo mat két hop xac thuc dua trén phan cliring, mat
ma khoa cong khai cling cac giao thirc FIDO2/WebAuthn va
U2F, dong thdi hd trg NFC va USB. Véi nhitng kha néng nay,
dong Security Key gitip loai boé nguy co chiém doat tai khoan
trén may tinh dé ban, laptop va thiét bi di dong.

« Hoat dong ngay vé&i Google,
Microsoft, Twitter, Facebook, trinh
quan ly mat khdu va hang tram
dich vu khac.

. H0 trg FIDO2/WebAuthn va FIDO

« Hoat ddng trén may tinh va dién
thoai vdi xac thuc cham cho dién
thoai di dong

« Quy trinh ép khudn cai tién giup
tao ra khéa bao mat manh mé va
bén nhat trén thij trudng

Security Key C NFC U2F )
« HO trg thong tin xac thuc cé thé

kham pha FIDO2, t6i da 100
passkey

Security Key NFC

Khach hang ca nhan Khach hang ca nhan

Dong Security Key — Cho doanh nghiép

Tich hgp hd trg cho dong san pham Security Key phién ban
Doanh nghiép vao céc hé théng va (ng dung trong té chirc
clia ban c6 hé trg FIDO dé ngudi dung c6 thé bao vé quyén
truy cap vao tai khodn clia ho, déng thai yéu cau ngudi
dung xac thuec lai khi thue hién céc giao dich nhay cdm hodac
truy cap tai nguyén quan trong. Khéa dugc thiét ké dac biét
dé bdo vé cac irng dung va dich vu hién dai trén nén tang
dam may, dac biét phu hgp véi méi tredng han ché sir dung
thiét bi di déng hodc may tram chia sé.

Cac khoa bao mat két hgp xac thuc phan clirng, mat ma
khoa cong khai cung vdi cac giao thirc FIDO2/WebAuthn va
U2F, ddng thdi hé trg NFC va USB. Véi nhitng kha nang
nay, khéa Security Key gitp loai bd nguy cao bi chiém doat
tai khodn.

« Hoat déng ngay vdi Google . Dap (rng yéu cau tuan tht va

Security Key NFC
Phién ban doanh nghiép*

Security Key C NFC
Phién ban doanh nghiép*
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Workspace, Microsoft 365, cac nén
tang IAM hang dau, trinh quan ly
mat khdu, ing dung mang x& hoi
va hang tram dich vu khac

Hb trg FIDO2/WebAuthn va FIDO
U2F

Hoat dong trén may tinh va thiét bj
di dong vdi xac thuc cham

H6 trg theo dbi tai sdn va quy trinh
khéi phuc tai khodn nho tinh nang
xac thuc danh cho doanh nghiép
Vdi cac khoa Iap trinh tuy chinh

nang cao bao mat khi sir dung ma
PIN véi céc tinh nang FIDO2 md&i
nh&t nhu B&t budc d6i ma PIN va
D6 dai t6i thieu ma PIN

H® trg théng tin xac thuc cé thé
kham pha FIDO2, t6i da 100
passkey

Doanh nghiép c6 thé theo dbi viéc
phan phaoi va st dung khda qua
ma sd in trén mat sau thiét bi
Phién ban nay la mot phan cua
g6i ca ban trong dich vu YubiKey
as a Service

*M& Serial d€ quan ly khéa t6t hon

Yubico la nha s&n xuat khéa bao méat YubiKey, tiéu chudn vang trong xéc thuc da

yéu 16 chéng Itra ddo (MFA) va 1a don vi sdng tao va déng gép cho céc tiéu chudn

xac thuc mé FIDO.

Cong ty tién phong trong viéc cung cdp xac thuc khda mat khdu dua trén
phan ciing cho khach hang & hon 160 qudc gia.
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