YubiKey 5 FIPS Series

Chirng nhan FIPS 140-2 bao mat
manh mé va dap rng quy dinh an
toan

RUi ro khi dwa vao tén dang nhap va mat khau

Céc sy ¢b an ninh nghiém trong xay ra thuong xuyén. Dy
ki€n, chi phi do t6i pham mang toan cau gay ra sé tang 15%
moi ndm va dat mirc 10.5 nghin ty USD/ndm vao nam 2025

Trong do, 60% cac vu vi pham do sl dung méat khau yéu hodc
bi danh cap?. Do d6, bd phan IT khéng thé chi dura vao mat
khau dé bdo vé dif liéu cdng ty ma can &p dung phuong thirc
xac thue manh hon cho nhan vién va doi tdc — néu khong
mudn trd thanh nan nhén tiép theo.

YubiKey 5 FIPS Series xac thuc da I6p chong lira
dao manh mé

Dong YubiKey 5 FIPS gilp trién khai xac thuc manh mé va md@
rdng dé dang, loai bd nguy co chiém doat tai khoan do tan
cong Itra ddo. YubiKey la thiét bj phan clng vdi cac kha nang:

« Cung cap nhiéu giao thirc xac thuc va ma héa nhu
FIDO2/WebAuthn, FIDO U2F, Smart Card (P1V),
OpenPGP, Yubico OTP dé bdo vé quyén truy cap cla
nhan vién vao may tinh, mang va dich vu truc tuyén chi
bang mot 1an cham

. H6 trg dang nhap khong mat khau qua FIDO2/WebAuthn
va thé théng minh.

. Tuong thich v&i Windows, macOS, Android, Linux va cac
trinh duyét phé bién.

« 6 mau thiét bi s dung cac két ndi USB-A, USB-C, NFC va
Lightning.

’ Cybersecurity Ventures, Cybercrime To Cost The World $10.5 Trillion Annually By 2025
2 Verizon, 2025 Data Breach Investigations Report
9 Google Research, Security Keys: Practical Cryptographic Second Factors for the Modern Web
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YubiKey 5 FIPS Ia dong sdn pham x&c thuc da giao thirc
FIDO2/WebAuthn dau tién dugc FIPS xac thuc. TUr trai sang phai:
YubiKey 5 NFC FIPS, YubiKey 5C NFC FIPS, YubiKey 5Ci FIPS, YubiKey
5C FIPS, YubiKey 5 Nano FIPS va YubiKey 5C Nano FIPS.

YubiKeys da bao vé
nhan vién Google tir nam 2010
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YubiKey la Iwa chon tin cdy clia Google, Meta va
Salesforce tir nam 2012

YubiKey két hop xac thuc phan clrng va ma héa khéa cong
khai d& dam bdo x&c thuc manh va ngin chan chiém doat tai
khodn. Kha nang bao gém FIDO2/WebAuthn va FIDO U2F,
céc tiéu chudn xac thuc mé hd trg bdi Lién minh FIDO, cling
V@i chirc nang thé théng minh Smart Card dua trén chuin PIV
dugc quy dinh trong NIST SP 800-73.

Dua trén dif liéu tir viéc trién khai YubiKey, Google nhan thdy
rang khoa dé sir dung va 6n dinh da gilp gidam 92% sé su' c6
hé trg lién quan dén mat khdu. Diéu nay gilp cong ty tiét
kiém hang ngan gi& hé trg mbi nam.?

YubiKey la thiét bi phan clrng dang tin cay vi khéng can pin
hay két n6i mang, nén luén san sang hoat dong. Viéc xac thuc
nhanh chdng chi bang mot [an cham, nhanh hon gap 4 lan so
v@i phuong thire xac thuc hai yéu t6 qua SMS hodc thiét bi di
dong.

YubiKey duoc 9/10 cong ty cong
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YubiKey: Giai phap bao mat manh mé dugc tin dung bdi

cac cong ty hang dau thé gidi

Xac thuc chdng Itra dao cho doanh nghiép

YubiKey luu trlr thong tin bi mat xac thurc trén chip phan cirng
bao mét. Thong tin nay khéng bao gid dugc truyén di nén
khéng thé bi sao chép hoac danh cap.

Giam chi phi IT

YubiKey gidm déang ké chi phi hé trg phong ban IT — viéc dat
lai mat khdu — vén tiéu tén clia Microsoft hon 12 triéu USD
mdi thang.*

Bang cach chuyén tir OTP di dong sang YubiKeys, Google da
gidm 92% céc su ¢8 hé trg mat khiu vi YubiKeys dang tin cay
hon, nhanh hon va dé str dung hon
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This graph illustrates how quickly Google reduced password support
incidents after switching from OTP to YubiKey.5

Dé sir dung, nhanh va dang tin cdy

Khong can cai dat gi — khach hang hodc nhan vién chi can dang
ky YubiKey, nhap tén dang nhap va mat khidu nhu binh thudng,
sau d6 cam va cham YubiKey khi dugc yéu cau.

YubiKey 5 NFC FIPS, YubiKey 5C NFC FIPS, YubiKey 5Ci FIPS
va YubiKey 5C FIPS c6 thé dé dang gan vao méc khéa, trong khi
YubiKey 5 Nano FIPS va YubiKey 5C Nano FIPS dudgc thiét ké
d€ gdn c6 dinh trong c6ng USB. Diéu nay giup ngudi dung luén
dé dang st dung va cé cung mirc dd bdo méat cao. Cac mau
YubiKey 5 NFC FIPS va 5 Nano FIPS c6 kha nang chéng va dap
va chdng nudc.

4“Saying Goodbye to Passwords,” Alex Simons, Manini Roy, Microsoft Ignite 2017
% Google Research, Security Keys: Practical Cryptographic Second Factors for the Modern Web

Trién khai dé dang

Phong IT ¢6 thé trién khai YubiKey chi trong vai ngay. Mot
khéa duy nhéat cé thé tich hgp cd nhirng hé théng méi va cd,
loai bé nhu cau s dung nhiéu khéa hodc tich hgp thém.

FID02/WebAuthn PIV

CONFIG SET 1
Yubico OTP
OATH-HOTP
Challenge-Response
Static Password

CONFIG SET 2
Yubico OTP
OATH-HOTP
Challenge-Response
Static Password
OATH-TOTP FIDO U2F

Kha nang cla YubiKey: Cac chlrc ndng nay dugc bao gom trong cac khoa
bado mat YubiKey 5 NFC FIPS, YubiKey 5C NFC FIPS, YubiKey 5Ci FIPS,
YubiKey 5C FIPS, YubiKey 5 Nano FIPS va YubiKey 5C Nano FIPS. Thong
s0 k¥ thuat chi tiét co trén digibit.vn.

Cong ty hang dau trong linh vuc xac thuc

Yubico la nha phat minh chinh ctia tiéu chudn xac thuc
FIDO2/WebAuthn va U2F, va 1a céng ty dau tién san xuat khoa
bao mat U2F ciing nhu thiét bi xac thuc da giao thirc
FIDO2/WebAuthn.

YubiKey dugc san xudt tai My va Thuy Dién, dam bao an toan
va kiém soat chat lurong nghiém ngét.

Chirng nhan FIPS 140-2

Béao vé t6 chirc clia ban bang gidi phap xac thuc da yéu
t0 YubiKey t6t nhat dugc chirng nhan FIPS 140-2
Overall Levels 1 va 2, Physical Security Level 3. Dong
YubiKey 5 FIPS cho phép céac co quan chinh phtl va cac

b6 ban nganh dugc quan ly dap (rng cac yéu cau cap do
dam bdo x&c thuc cao nhat 3 (AAL3) theo tiéu chudn
NIST SP800-63B mdi.

&3

digibit.vn yubi.co/fips

Yubico la nha san xuét khdéa bao mat YubiKey, tiéu chudn vang trong xéc thuc da
yéu t6 chéng Itra dao (MFA) va la don vj sang tao va déng gop cho céc tiéu
chuan x&c thuc md FIDO.

Cong ty tién phong trong viéc cung cdp xac thuc khéa mat khau dua trén
phan ciing cho khach hang & hon 160 qudc gia.
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